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** Microsoft Forefront Unified Access Gatew,

, >

I e
Whale Communications Air Gap (acquired by MSFT 2006) * ;." e

Microsoft Intelligent Application Gateway (IAG) Server 2007

Microsoft Unified Access Gateway (UAG) 2010

*%* UAG provides managed, unmanaged & mobile devices with unified secure

anywhere access to on-premise and in-the-cloud applications.

www.richuish.ac.uk

Web Publishing (Exchange, SharePoint, RemoteApps)
Remote port and socket forwarding over an SSL tunnel
Remote Desktop Gateway Publishing (RDG)

SSL VPN

DirectAccess

ggys%em Center Summer Night



Introduction - UAG Solution Overvi@s -

@RY Mobile

...........
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DirectAccess
41, 3544, 1723

® Strong authentication

® Endpoint health detection:

® Authorization:
® Based on health status
®  Who + where

Information leakage prevention

Em loyees Managed
PeX s ® Attachment/Cache wiper

IWachmes e

B D%
- ')

Terminal / Remote
Desktop Services

Non web
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Introduction - "Re-Perimeterization®s» - y ‘
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“My network is where my buildings are” %
)

D manage, monitor, and support remote users/machines all the

|

How to snmpllfy remote workers’ access
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Introduction - Industry Trend:

" i
Assume the underlying network
is always unsecure

Redefine the corporate edge
to protect the datacenter

Enterprise
Network

Security policies based on identity, not location

DirectAccess

i‘ Server
Internet:
. [ernet
g AN

Data Center and
Business Critical Local User
Resources
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End-User Experience — Always ON *'%?;!\/'
D% » - ""‘ "2/

o

X/

%+ Always ON - bidirectional connection ’I
= Always connected

= No user action required

= Adapts to changing networks

(T."‘i‘érff=Makes “always managed” a reality
.= Group Policy updates

= Sﬁuare Deployment

'l&v B@Ekup

. @te assistance initiated by IT
F ord changes CTRL+ALT+DEL



End-User Experience - Secure

** Secure

= Encrypted by default
=  Works with Smartcards

% = Granular access control
2. = Coexists with existing edge,
[ hiilth, and access policies
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End-User Experience - Manageabili
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Demo Configuration

6to4 (41)
Teredo (3544)
HTTPS (443)

NAP CA
csrvl2.technocenter.nu
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¢ Demo 1 — End-User Experience
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Infrastructure Technologies

>
% Uses IPv6 o |
"y
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ableait oveﬂrPV4-;“

= Solves IPv4 address depletion problem

‘,j
=  Window 7/2008+ transition technologi

%

»
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L3P
s Al

_Uniqte add

2

mne L adapter leredo Tunneling Foeudo~interiaces

resses (prevents the “hotel has Connect fan-specific DNS Suffix

. D . Description . . . ¢ ¢ ¢ o ¢ + + « Teredo Tunnrrlinaﬁ?scudn—lnter!m:c
[ e % e o . - - - - - — -
the same ork ID as the office” scenario) iy o e R~
Autoconfiguration Enabled . . . . -
IPv6 Address. . . . « =« = « =« « &« 20081 :0:836h:09:459 : he9d :h?bf ab2d(Preferred)
Link-local IPu6 Address . . . . . FeBA::459 :be9d:bh7bhf tab2dx216{Preferred)
Default Gateway . . . . . . « . «
NetBIOS over Tepip. . . . . . . . & Disabled

unnel adapter IPHITPSInterface:

Connection-specific DNS Suffix H
Description . . . . . . . . . . . * Hicrosoft IP-HTTPS Platform Adapter
x Physical Address. . . . . . . . . : HO-00-90-00-00-08-00-E8

DHCP Enabled. . . . . . . « . « o« ¢

» Autoconfiguration Enabled . . . . €5

IPv6 AGdresS. . = « = v =« = + » = 2001 :4898:c8:f013:6990:¢a7:2862:6cc{Preferred)
,‘» Tenporary IPvb Address. . . . . . 2001 :4898:¢cB8:fO13:Fd70:1535: FBFB:358d<(Preferred)
i Link-local IPv6 Address . . . . . feBB::6998:ea7:2862:6ccx19(Preferred)

Default Gateway . . . . . . . . . 1

NoetBIOS over Topip. - o = o + « . = Disabled

v‘ ! .;.l
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Infrastructure Technologies

o VIR,
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“* Getting IPv6 over the IPv4 Internet fl;’ W4
= 6to4d ”'_. /e
= Teredo Qz,' LI
= |P/HTTPS

*2'4 Getting IPv6 over the intranet

= NAT64

b T ar

~ . " |ISATAP (Intra-site Automatic Tunnel Addressing Protocol)

- = Native IPv6
Phd

Internet Intranet

\O, ,fii.-\ : Servers
k. " A
y ' ? .‘ ;' A Microsoft® .
Ea ] LA £ ] System Center Summer Night
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Infrastructure Technologies

J i_
/ \\

“* To be able to route traffic each network ml?!t ham_ﬂﬁ*ﬁh |d*|
s Teredo has a predefined network prefix o.f2001 .ﬁi L ’ﬂ e

** Wizard generates different networks basﬂon tlfe 1st 6804 ad,dre; fthé,',
Internet facing address

Network Prefix

Network A: 6to4 (131.107.0.2) 2002:9013:c802:0000::/64
Network B: 6to4 (131.107.0.3) 2002:9013:c803:0000::/64
Network C: Teredo 2001:0::/32

Network D: IPHTTPS 2002:9013:c802:8100::/56
Network E: ISATAP 2002:9013:¢c802:8000::/64
Network F: NAT64 2002:9013:¢802:8001:0000:0000::/96

% %??Eem Center Summer Night




Infrastructure Technologies

2t —

?%?;} e

IPv4 Internet

e A 6to4 tunnel
f Q

IPv6 in IPv4 protocol 41

4 blocked
Ny & ¥ 7
% U ALY

—

v
L§

Forefront
Unified Native IPv6
Access
Gateway
(UAG)
\ ISATAP

IPv6 in IPv4 protocol 41

Corporate Network

IPv4




Infrastructure Technologies

. . »"
Client side ¥
a_”‘_’
6tod Teredo IP-HTTPS
Transport IP Protocol 41 UDP 3544 TCP 443

When is it used? When client has When client is Last resort
public IPv4 behind a NAT (NAT

assigned private
address)

Server Side 6to4 Relay on Teredo relay on IP-HTTPS interface on
Component the UAG the UAG the UAG

ggys’?em Center Summer Night
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Infrastructure Technologies

Corporate side

Transport

NAT64
IPv4

ISATAP
IPv6 in IPv4 Protocol 41

AL w

Native
IPv6

When would
you want to
use it?

Most cases

When you want to “touch”
managed clients and don’t
want to worry about IPv6
routes in your network.

In closed labs

In Microsoft ©
Organizations that
adopted IPv6

Server Side
Component

DNS64/NAT64

ISATAP Server installed if no
Native IPv6

None

DNS
Registration

Register as IPv4

Register as IPv6

Register as IPv6

Misc

wwwi.richuish.ac.uk

RFC draft

Native and ISATAP get
priority

Works perfectly with IPv4
stacks (for NAT friendly
applications)

No reverse NAT
“Reduces” manage out

RFC 5214

Registers in the DNS
Vista+ 2008+

Can be applied only to
specific servers

Direct Traffic between
ISATAP hosts

* Address
assignment: Static,
ICMP, DHCPv6

ggys%em Center Summer Night




Deployment Configurations
** Access Model
s End-to-Edge
** End-to-End

L)

* Deployment Models

)

s Single Server O e

w— PG SSL tunnel
o« Dara

DirectAccess Client

/7

s* Multiple Servers (Array)
s Multi Geo

L)

* Deployment Models

D)

/7

** Full intranet Access

’0

% Remote Management - B

w— |Pv6 SSL tunnel

DirectAccess Client

%%ys’?em Center Summer Night
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End-to-edge encryption

: FYLE Corporate
Trusted, compliant, Direct Access d P
: By A Network
healthy machine Server ¥
= Server 2008 R2 O
. | (Server 2008 SP2/R2)
——

Applications & Data

IPsec ESP tunnel encryption using machine cert (DC/DNS access) (non-IPsec enabled)

W.indows 7 client

IPsec ESP tunnel encryption using UserKerb/Health
Cert/Smartcard for broad network access

Clear Text traffic from client flows through
encrypted tunnel to Cerporate network resources

s No overhead of encryption on application servers
% Edge enforces machine/user authentication and data encryption
< Least change from customer’s existing edge deployments

% %??Eem Center Summer Night
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1 ” '.'a'*"
End-to-Edge Encryption + End to En‘l PIRC 7 d

4
v
’;. :’.
i Direct Access ®*% & Corporate
Trusted, compll_ant, wilgey ’: B Network 3
healthy machine 7 be & DNS »
Server 2008 R2
o | (Server 2008 SP2/R2)
Windows 7 client » s
IPsec ESP tunnel encryption using machine cert (DC/DNS access) Applications & Data

IPsec-enabled

IPsec’ESP'tunnel encryption using UserKerb/Health
Cert/Smartcard for broad network access

IPsec ESP-Null AuthlP Transport Traffic flows through
encrypted tunnel to Corporate network resources

%+ No overhead of encryption on application servers (just authentication)
% DirectAccess Edge Encryptlon comblned with End to End IPsec Server and Domain

Isolatlon Microsoft
S SRR T - . gSystem Center Summer Night
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End-To-End IPsec Transport Encrypt\gﬁ‘\/ " /&

s KI =
¥ " ‘,ﬁ. )
,;-. Y / - ‘ .o%
AT ’ia

3,
N,
¥
Direct Access

Server
Server 2008 R2

®

Trusted, compliant,
healthy machine

Wmdows 7 cllent
..'i’ s

.;;. pa ’*IPsec ESP-encrypted transport to access

g Corporate network resources

e

| :mn edge solution using IPsec
e nial of Servi
% Full End to End IPsec Encryption
AR & IP-HTTPS tunnel used f

Kr proxy:s scenarlos only

i

Corporate - .
Network

<

(&Y

DC & DNS
(Server 2008 SP2/R2)

£
m )

Applications & Data
IPsec-enabled

Protection (DoSP) Service only allows Ipsec & ICMP traffic

% gii;z’ffem Center Summer Night



UAG Array

External

Internal S
network B y?

network E%

Up to 8 array members

K/

s+« Array with Network Load Balancing (NLB) for increased scalability and
availability

** One server acts as the Array Manager Server (AMS)

= _Configuration automatically propagated to all other array members

= Configuration stored in AD LDS

= Up to 8 members per array

% %??Eem Center Summer Night




IPSec Tunnels

O%N

Connectivity to corporate network is done uspg'IPvQ’pfec Js IPS
tunnels and transported over IPv4 using IPv@rqpéltgﬁieMo Qes (6t 4,

.

Teredo, IP-HTTPS): F% 3 " e - 3"
&
D
o
"‘c:" Domain
> W, Internet gontrollers,
. IPvéd via ) o
NATEA anagement
IPv6 Native
ISATAP
IPvd via
NAT764 y Rest of the
|thNatwvo machines in
ISATAP corporate
network

% gii})z%em Center Summer Night 34



Securing the Tunnels

Computer account
credentials

Computer cert

4 <« B

Computer cert  User /Smartcard
or health cert

% gii})g’ffem Center Summer Night ,.
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** DirectAccess Client

"
Windows 7 (Enterprise or Ultimate)

Client Domain Joined Q;

%* DirectAccess Server

Windows Server 2008 R2

Forefront UAG 2010 SP1

At least one W2K8 SP2 or R2 DC/DNS

DirectAccess Client and Server are domain members

* Application Servers

End-to-end IPv6 & IPsec requires Windows Server 2008 or later
Other models can use Windows Server 2003 or later

ggys%em Center Summer Night



Infrastructure

Don’t configure DNS on the
Internet facing adapters

N .

Internet I;J

2 consecutive
public IPv4 addresses

2 consecutive public

< VIP
: NS
Virtual IP (VIP) 3 IPv4 or IPV6 address
addresses
DIPs and VIP must be
i on the same subnet
1 public Dedicated IP (DIP) 1 DIP (IPv4 or (IPv4 + IPv6))

address for each array member | address + DNS for each array member

| Intranet DNS suffix on each member
2|Zto.pe_;.2011 , System Center Summer Night ,,



DirectAccess Wizard

Ba s T
_ K¥ /".’, o/ f‘l ‘ i

: W TR | Bpel (B¢
s % ~
GPO S YLE L ad
D Ay -point’server®
M- » 4 rEqUIregy; 5
. 2 & LW
GPO creation (3 5 J"
IPsec Rules ;"
NRPT Rules
ok Configuration for GPM Configuration for
transition Technologies: transition Technologies:
,:é 6to4 UAG bto4
: do Wizard Teredo
U TTPS IPHTTPS
A ISATAP
DNS64
NAT64
IPsec Rules UAG
Server Identification of certificates

.-"I.._.' :
’
g

:

A

£ - } %

. .

NAT S

1 . IPHTTPS Root or intermediate 1
£ (R / E System CerYelidatmflienieghts



DNS ‘AAAA’ query for
4only.example.com

All queries for intranet
DNS to DNS64

L

IPv6 Client

DNS ‘AAAA’ response
NAT64prefix::10.20.50.1

Infrastructure Technologies - DNSGOM .

DNS64

NAT64

DNS ‘AAAA’ query for )
4only.example.com *JY
ta- A 2PR - ‘,‘
DNS ‘A’ query for

4only.example.com

DNS ‘A’ response
10.20.50.1

DNS ‘A’
record

4only.example.com
IPv4 only: 10.20.50.1

NAT64 interface has /96 prefix

NAT64prefix::/96

ggys%em Center Summer Night ,q



Infrastructure Technologies - NAT64

g

DNS64
IPv6 Client
2 By Request to
& NAT64prefix::10.20.50.1
“ -
£
¥~
NAT64

TNE

d"'
vl

; i -
a :.4 iy ¥
YAY L%

% ﬁ

A
”' A i"

\
& A :

Ve

Y

4only.example.com
IPv4 only: 10.20.50.1

Creates
IPv4 packet
with same payload

A 64 mterface as /96 prefix
NA4’I"E ,(/96

‘i ggystem Center Summer Night .,
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Routing Traffic

Intranet IPsec tunnel listens on J {6to4 Wet‘
~Infrastructure tunnel I|sten’s on the sggnd{;l.‘ot’iﬁress {'* /

""’ ‘ 'c
DNS64 DNS 64 T8®hs on the secﬁnd 6tb‘
Network A
6tod Network 3
Network E
IPV4 Network C ISATAP
Teredo Routing
Network D Network F IPV4
IPHTTPS NAT64

s Traffic entering/leaving through the Internet facing tunnels
must either be routed to/from the

s ISATAP tunnel
+* NAT64 translator

31 % System Center Summer Night
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¢ Demo 2 — Security / Monitoring
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o
Network Detection - InS|de/OutS|d@n

”

4

% Used by DirectAccess Client to deteﬁnine MMS S ﬁ
to use based on namespace W/ Pt i;. e
s If the client can access an internal H}TPS&Vebsﬁe . m’t‘ )

(https:/Inls.technocenter.nu) * ‘.:'
= Considered to be on the intranet
= NRPT disabled

** NoO access to secure website
= . Considered to be on the Internet
= NRPT remains enabled

Enter the name suffixes and IP addresses of internal DMS servers used to resolve DMNS suffix queries.

| Mame Suffix | 1P address of DNS Server

2 *technocenter.nu [DMSE4]

da.technocenter.nu [Excluded]
nls.technocenter.nu [Excluded]

(DN TR

H--—- '\ _. 7',-‘\10 _"’

ggys’zem Center Summer Night
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«» DirectAccess client on the intrgfjet
% Assumes not connected to intranét,»”* = . *,'

* . . N’ ’.. e | g

*¢ Establishes HTTPS connection to Network Location Sef@egs

)
*¢* RESULT: Domain WFAS Profile activated and NRPT disabled —
No DA tunnels

°

* DirectAccess client on the Internet

*

** Assumes not connected to intranet
»s* Fails to establish HTTPS connection to Network Location Server

** RESULT: Public or Private Profile activated and NRPT enabled —
DA tunnels activated

ggys%em Center Summer Night
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Certificates

UAG Server

,..'.*.
= |P-HTTPS certificate :. 7

.9
=  Computer certificate Q:

* DirectAccess Clients

)

=  Computer certificate
= Health certificate if using NAP

** Network location server
=  HTTPS certificate

¢ End-point servers using IPsec authentication/encryption
m . Computer certificate

19 oktober 2011 % System Center Summer Night .



Monitoring

I:I Administrator; Windows PowerShell
PS C:sWindowshsystem3d2) Get-DirectAccesslsers

. . ClientHf
“w O W 2007 R2 perasioll
* perations IMlanager Arraghofl )
ClientIfC:\Windouws\system32>netsh interface teredo show state
Teredo Parameters
’ Gtatus @€Y
Q Las tlpd 3 R
0 W b M .M ype : client
* e OnItOr LogonTiflse yer Name : 88.112.195.228 (Group Policyd
HealthSfiClient Refresh Interval : 38 seconds
TranzitlClient Port : unspecified
) Certifif[State : qualified
.0 P Sh II Client Type : teredo client
* ower e ClientH Ne twork : unmanaged
" NAT : restricted
. gserﬂﬁn NAT Special Behaviour : UPNP: No, PortPreserving: Yes
. 0 rrayiofilocal Mapping 1 10.8.8.198:61637
L X4 netSh - |S your best fr|end @ Elient[ External NAT Mapping : 193.173.1@8.5:61637
tatus
Las tUpd .
C:\Windows\system32>
LogonI i
Healths

IransitionTechnology = Teredo

‘Ce rtificatefuhject

-

f Event Viewer - Al Evems Sarves feve: DAY M0 @

teveny | Comgoty | Tram | Modetisws | Descrigton
L mbavuaton | C Wed Voreer Logn | Deturhy oaxoDce

riuned Aophoste
chrmaton | GA2A20 | 8 Voo Mookr Logn | Secan
oo Stetus

VOEULULUULUE

Windamws Conputers
b 2 Morssr Lagn

Agentiess Excen

dpant 1
Parefrore Endpoet ¥ 0a 7% 3B Viea Voresr Logn DASDCE CRNTTR =™
Microich Audh Cotle 1) B Commnt s20r0e B4 Pooafiant LAG
Neoscft Furefea | | s A0 T

| B Creast e

plorroton | DRSS M RO Wea Voress Logn
e
4l vpem ‘ +
o e J inborvaton | O3 5| VO Morene Logn
Performance fegend

L mhrotion | ORZRRE11 1219 42 Wes 1 Losn
L ook fors 4 ftome rbrobion | QAZRE11 1119 4 cret Logn

Show Color 4
CATD2ETT 1819 &1 W Meter Loge

L) mhematon | 0 78 3 r 3 as | CHNCCENTERSadTin

ced belanced Gtod and Tereds cann

Microsoft®

%System Center Summer Night
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Network Access Protection (NAP) ?’%-

** Network Policy Server (NPS)
s System Health Validator

L)

Une the sethings below 10 sebne 2 Windows Secerny Mealth \'sdoace poboy Yoer
selectiors oetne the reqarerenty | MOTE COMPUARTE CONMACENG 1D pour Petwork

\/

** Network Policies

Forefrunt UAG DeectAccess Mon Complant Retwurk Properties

Cverview | Conions | Constiarts  Settings |

»* HRA Server B e o

¥ conditons and congrares match the comecton ecusst and the pelicy grarts scoees, sefinge s agvied
Seonge.

\/ .
** Health Requirements AR e T ——————
e':::‘:M“L € Jcw Il retwole sgeess
“* ‘NAP CA et [

A Hetwork Acces Pratection R | ke
exs et the speclind dele nStine Aer (he speciied

+* _ Remediation Servers @ S ettt e e————
s WSUS

wecurty statw of thic compater, ek Try Agein » P HETED

© Windows Secarity Health Agent Dssuccesstul od Docess 00l 10 3 restscted netwal for updates.
Mcrosoht Corporston
* The Windoun Securnty Hastir Agert monston sacunty settings on your compater roubleshootng UIRL
0‘0 SCC M Versices: 1.0, 10 2744 w G 8 Tronbieshoctrg URL o bety clck

The Windows Security Health Agerd canntt updebs the security late of tha computer. Cardare l

2 Metwork Accen Protecbon eSS
P

This computer meets security standards defined by your network
administrator.
You have full network sccens.

dobes
OTseT

Suters that do nol mast hasl ecarwre—ts defned

| ¥ Windows Security Health Agent Updated_100%

Microsofs Corporation m _c'-;_] __J

The Windows Secutity Heath Agent monitors secunty settings on your computer,
Verson: 1.0, D 79744

The Windows Security Heath Agent has finshed updating the security state of the
computer,

Complisnce Results:
0000000

Lact updatest £/31/2011 1240 PM

ktober 2011 g S%)tem Center Summer Night .,
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Summary yi T3
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< More Secure F% " "

» More Manageable and cost effective
s Starting point IPv6 Readiness

"’-..‘{-4" .
¢ Cloud Readiness
> e i 0o .
2 ;g = Publishing Private Cloud

A K&omponents still remain on-premise
¥ : : Y
. Office 365 federations with Active Directory
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Resources

+* DirectAccess Home Page
s Test Lab Guides (TLG)

‘lPVG Survival Guide
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http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/library/gg617324.aspx
http://technet.microsoft.com/en-us/library/gg617324.aspx
http://technet.microsoft.com/en-us/library/gg617324.aspx
http://technet.microsoft.com/en-us/library/gg617324.aspx
http://technet.microsoft.com/en-us/library/gg617324.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://social.technet.microsoft.com/wiki/contents/articles/ipv6-survival-guide.aspx
http://scug.nl/
http://blogs.inovativ.nl/

